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Improvised hazards: tools and solutions

When dealing with any explosive hazard, we must ensure that risk to the operatives is as low as possible. When dealing with malign fuzed IEDs, there are a few tools that have really helped.
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The first rule in dealing with suspected IEDs is that only one person should be allowed near any suspicious device. This little movie clip shows why. [The movie is a separate file for download to the same place.]
<Click on movie> These people are watching and some are crowding around while two policemen examine a suspect package in the street.

So disabling the IED remotely and keeping as far as possible from the hazard is a requirement when investigating anything more hazardous than an improvised munition, a ‘simple IED’.
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It is so easy to use a cell phone as a remote control switch for command detonation that it has often been done. A call to the phone may initiate a detonation or may start a timed delay.. 
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The range of multi-band signal jammers on the market today is extensive – and the better ones work well enough to mean that the use of the cellular phone as a trigger is much less popular than it was. 

But jamming the cell phone signal is only part of the job if the bomb has other fuze systems designed to kill the person sent to disrupt it. The phone can also be used as a timer switch with the detonation happening when the telephone’s alarm clock signals

Or landline telephone or electrical wiring that is already in place can be used to make a physical link that allows command detonation from a distance.

The only safe way to approach the device is by being very heavily protected by armour or by using a remotely controlled machine – a small unmanned aircraft (SUA) or a ground robot.
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Even with simple IED munitions, it is the rule to use a hook and line system to move the device before disarming it or taking it away for demolition.

<Click> Expensive hook and line systems are available, but many improvise their own at low cost. <Click> This is one I made in Africa.
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But with any hazard that may be designed to target the person sent to clear it, a remote approach is necessary. There are many expensive robots around, but some are not available for purchase, or not available for export. 

Even when the money to buy them is available and they can be imported, there are often delays in delivery. When it arrives, there can also be reluctance to risk damaging a very expensive robot which needs a specialist technician to repair. Ground robots usually have a limited battery life and can often be unable to access the bomb, for example inside ruined buildings.
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Robots carrying many tools and able to traverse rough ground are made, but at such cost that a disruption which led to a detonation could cost hundreds of thousands of dollars. <Click> Even the simpler ones are expensive and their sale may be restricted. These are used by the US Army, <Click> and this is one favoured by the British army. 

They are very sophisticated tools able to manipulate or disrupt and some can even test for Chemical, Biological, Radiological, or Nuclear (CBRN) hazards. <Click> Some can break a car window and reach inside to search, or even look beneath the car. But, as with all multi-tools, the more it can do, the less it can be optimised to do any one thing perfectly. Imagine how easily this robot could become tangled in twisted reinforced bar inside a collapsed concrete building.
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Lack of availability and high costs have meant that in Syria today, some demining groups have improvised their own robotic solutions using radio-controlled toy cars costing a few dollars.

This example has a Go-Pro camera added and an improvised disrupter. The car is radio controlled with a range of about 50 metres but the disrupter is fired by wire, so the robot has to trail a wire. Also the wireless range of the Go-Pro camera <Click>  is only around 20 metres, which is often not enough for safety even when the bombs are small.

But it is made to do one thing, which is approach a suspected hazard and disrupt it, which it has done well.
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This is the robot disrupting a suspected rock mine. <Click>. This is not a detonation, it is the disrupter firing a lump of metal at the rock which was not a mine. You might expect the disruption to damage the robot <Click> But it does not because the barrel of the disrupter is only attached with sticky tape so that it can recoil on its own. I will explain the improvised disrupter later.
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This simpler US Army robot can do a lot more than the car. It can climb obstacles and turn itself upright. It also has a manipulator arm <Click> which could be used to disrupt an IED or to deliver a different disruption system. But it costs a lot and its availability is restricted.
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The robot shown in this picture <Click> is more expensive than a toy car but it is freely available for purchase. It is dust and waterproof, with several hours battery life and it is able to traverse rough terrain very well. <Click> It also has a realistic range of 80 metres and the ability to add extras that you may want, like this light or a robotic arm. (Cost $2500.) 
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But the available robotic arm is weak and only rises and falls. It does not rotate at all. Also the camera is too close to the ground for our needs, although it could be mounted on the robotic arm along with a lamp…. This model, called the Turtle Rover – is far more robust than a toy but is not an EOD robot, so purchase is not restricted, and it is designed as an ‘open source’ platform to be adapted by the users. I would like to get one to adapt.
[Software and electronics circuit files are shared under MIT license. CAD and mechanics design files are shared under Creative Commons BY-NC-SA.You can copy, modify and share the files with attribution to the author and with non-commercial use. Brand owned by: Kell ideas sp. z o.o., Partyzantów 7a/1 51-672 Wrocław (Poland), TaxID(NIP): 8982236368, REGON: 368164417]
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In Syria, the limited range of the Go-Pro camera was solved by controlling the car <Click> using the camera on a small unmanned aircraft <Click>. The disrupter is aimed at a suspected rock mine. The small unmanned aircraft is less than 10 metres away so still at some risk of being damaged if the rock is a mine. This picture was taken during training but the system has been used on real hazards many times this year. In each case, the IED has been separated without a detonation, so the car has survived. It is being used in Raqqa where the IEDS have now been in place for many months, so some of their battery powered initiation systems are no longer functional.

[image: image14.jpg]



An aerial overview has often been very helpful in humanitarian mine action. Back in 1999, we made surveys from a helicopter in Angola, using a huge video camera. That’s me with my Afghanistan beard 20 years ago.

Then Google Earth arrived and was often able to provide a useful view. <Click> This shows ammunition storage areas in Libya after coalition airstrikes.

But the image is not detailed and it is not possible to zoom in.
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By 2014 in Iraq, small unmanned aircraft like this quad-copter <Click> were providing an overview of the work area to humanitarian mine action organisations. This was Norwegian Peoples’ Aid.
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The output was used to map the work area and take close-up pictures of anything visible that might cause concern.
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And they were being used with a high resolution camera to overfly demolitions in Montenegro in 2017.
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Today, small unmanned aircraft are the most useful robot we have in humanitarian mine action.

They allow an overview of the task area before anyone goes in, <Click> so allowing the deminers to plan the best approach.

Then a close up view of the suspect building. <Click> This is an MF-IED task in Raqqa, Syria this year.
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Then a closer view of things of interest…<Click> And by simply adjusting the contrast on the camera, a better view again… <Click>

And by zooming again, <Click> they could identify an infra-red movement sensor switch <Click> that would detonate the device if anyone came close.
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Looking through doorways and windows <Click> and seeing what is inside <Click> is useful but limited, of course
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So some have tried flying the aircraft inside the buildings. There are problems with this because the commercially available aircraft have proximity sensors which prevent them flying through doors and windows. The safety features have to be disabled and the use of aircraft with rotor guards <Click> would probably be safer. The aircraft also lose the control signal easily, so signal boosters need to be placed inside the buildings. It is often possible to stand inside one room and fly around the next room looking for potential hazards, but this puts the pilot too close to any detonation caused by the movement of the aircraft.
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Identifying a hazard without being able to disrupt it is a severe limitation, but these SUA already have the capacity to deliver small packages. This <Click> is the manufacturer’s release clip for a package. 

So they have the ability to place a disrupter beside suspect devices, <Click> although I do not know anyone who has done this yet.
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There are hobbyists in America who have adapted SUA to fire disrupters at targets while still flying… but this has several disadvantages. It is difficult to aim reliably. <Click> It puts the aircraft at risk if there is a detonation. And it is actually a weapon, <Click> so I do not think this is worth pursuing in Humanitarian Mine Action.
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Then there is a need to robotise the finding of other hazards, such as the buried pressure plates that are separated from the explosive charges in both roadside bombs and improvised mines. <Click> These have become very common and they are invisible, so a normal camera is not able to help find them. Some work is going on using specialist cameras and spectral analysis to try to locate shallow targets by locating their infrared signatures at dawn and dusk but so far this has not been entirely reliable and it is questionable whether it could ever be reliable in building rubble or when there is vegetation. 
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The problem is not new and, as with a lot of mine clearance, the best detector is actually the human eye. This is a cooking pot mine with a separate pressure plate. Laid hurriedly, the loose soil placed over them has blown away. But in urban areas, the amount of rubbish and rubble can mean that there are potentially suspicious items almost everywhere you look. 

But searching through rubble is not something new in humanitarian mine action. <Click> This is an illustration I drew for operating procedures in Angola many year ago.
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The use of excavators in areas of rubble was pioneered in Afghanistan more than 20 years ago and low-cost area preparation tools attached to excavators <Click> were refined in Sri Lanka by Indian army engineers. 
<Click> This scarifier blade was made in Raqqa, Syria in 2018 and has been very effective an unearthing shallow pressure plates, hose-pipe switches and micro-wire switches in rubble, rubbish and dust in the city.

It cannot be used everywhere, but it works and if it were damaged, it was made locally so it can be repaired locally.
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It is one of the tools that can be attached to this excavator, which has been adapted with an armoured cab.
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This bulldozer with an armoured cab is also proving useful. These vehicles are much cheaper to convert and maintain than it is to buy specialist demining machines. 

Manufacturers of remotely controlled demining machines are now selling versions adapted to help deal with the IED hazard.
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This is an MV-4 mini-flail adapted to deal with IED hazards. <Click>

And an MV-5 alternative.

The absence of an on-board operator can be useful, but the machines only do what improvised alternatives already do, and they cost far more to buy, import and maintain than a machine that is already available and used in a country. <Click> Here is one moving a wrecked car aside.

And of course, the cost of dedicated machines is higher than expected because it usually includes a transporter and mobile workshop. <Click> 

It can take so long to get them or get spare parts to repair them that it can be both safer and cheaper to improvise. 

This manufacturer is currently working with a company in Israel to develop an Unmanned Ground Vehicle specifically to be able to cope with chemical, Biological, Radiological, Nuclear and Explosive terrorist threats.

[On 26 July 2018 a collaboration agreement was signed between Croatian mine-clearing vehicle manufacturer DOK-ING and Israel Aerospace Industries (IAI) to produce a CBRNE Unmanned Ground Vehicle (UGV).]
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When the people using the machine improvise the tools, they make what they need for that context. This improvised ram in Syria is attached to the bulldozer blade to push through closed doors that are suspected of being booby trapped, or to push wrecked vehicles aside without the bulldozer getting close to them. 
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When an IED bomb that may be an MF-IED is found, it usually has to be disrupted. Getting explosives and detonators in any post-conflict country can be almost impossible, so we have improvised means of harvesting explosives from munitions and of burning munitions whenever necessary. Improvising disrupters is also not new, with shaped charge disrupters often made from short lengths of water pipe and pressed copper. 

Expensive alternatives can be bought, but often their international supply is restricted and their cost is high.
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The disrupter you saw on the toy car robot earlier was made using a piece of smooth metal pipe, a 50 calibre round with the bullet removed, and a lump of steel <Click> that fits snugly inside the pipe.
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There are many ways to take the bullet from a round, and most of those I have seen are improvised. This is a simple system, and <click> this a little more complex but nice when having to remove a lot of bullets.
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The bullet is then adapted to be fired electronically and <Click> refilled before being positioned in the pipe and being used to throw the projectile at the target with enough force to disrupt it. The flat-ended slug of metal is far better at doing this than a bullet would be. Water-filled plastic capsules are also widely used.

[A similar method can be used to make detonators.]
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Some work is being done on making a similarly powerful disrupter that is spring-loaded, so reusable and no bullets are required. A friend at Johns Hopkins University in the USA is working on this. It uses no explosive material and has almost no recoil.

[image: image36.jpg]



Burning small arms and munitions with chemicals has been an effective way of destroying them but probably has little use in disrupting IEDs.

The picture shows a magnesium enhanced thermite mix being poured across the breaches of rifles <Click> and after the material is ignited, <Click> the metal has been melted.
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There are also other thermite systems and a variety of flares that can be used for destroying munitions, but none of them seem to have much potential for use against IEDs. When you want to disrupt an IED and keep the pieces for analysis to try to catch the people who made it, you do not really want to burn it. However, when the explosive charge is separated from the fuzing system or when the IED must be destroyed where it is, explosively formed projectiles are being used. 

[Disarmco Flare and thermite pot.]
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Armour piercing weapons use explosively formed projectiles to penetrate thick armoured steel using a small explosive charge. This Yugoslav KB1 submunition <Click> contains only 30g of explosive and a shaped piece of copper <Click> that forms an armour piercing penetrator. <Click>

The same principle is used to make disrupters to destroy explosive hazards. Notice the ‘Liner’, <Click> the thing that shapes the explosive charge and makes the penetrator.
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The most commonly used explosive formed projectile disrupter in Humanitarian Mine Action is called a Baldrick and uses a small liner in a tube filled with high explosive to make a shaped charge. The liner is usually made of copper, but can be made of many other things.

This picture showing a German Baldrick, the high explosive is red and the copper liner is a yellow cone.

Many countries make their own Baldricks. <Click> This is the Swiss version. And this the Swedish version. <Click>

And this is the improvised version favoured by the UN in Afghanistan.
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Here is a Baldrick being fired at a large bomb in a test…<Click> and the aftermath.

The intention is to puncture the casing and start a fire in the high explosive. In a perfect scenario, the explosive burns and does not detonate. In many cases, the explosive burns too fast and the munition partly detonates, or fully detonates. This is a tool that can only be used when a full detonation would be an acceptable, if undesirable, outcome
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The shape of the liner is important.  The liner shapes here are in green and the shape of the projectile they create is shown in red. 

A cone shaped liner produces a narrow jet projectile that makes a small hole in the target and will penetrate deeper into armoured steel than other shapes. The penetrator jet may travel at speeds up to 10 kms per second. 

A shallow cone will produce a short fat projectile that will make a larger hole but will not travel as fast and will not penetrate as deeply into armoured steel. 

When disrupting a munition, we need to make a large hole so that the fire inside the munition can vent and the case can split outwards from the hole. <Click> Something between these two shapes of projectile is best.
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Shaped charges intended to penetrate armour are also used in improvised weapons, of course. In these IEDs, <Click> shaped copper cones are just pressed into a lump of explosive. <Click>. I really do not know how well that would work.<Click> This is a large improvised shaped charge in a Sri Lankan ambush weapon (2006). <Click> and this is an improvised demolition shaped charge made in Ukraine recently.
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I wanted to improve a disrupter’s ability to make munitions burn more reliably. These shallow copper dishes are the best shape for making a large hole in a target with a case up to 4cm thick  They make a fat projectile <Click> which travels at between 1 and 3 km a second.

I found that adding a particular mix of harmless chemicals to the top of the copper was successful in encouraging the explosive to burn at a relatively low temperature.
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I used the copper to make the hole and deliver the chemicals inside the explosives where the temperature was hot enough to start them burning, but not so hot that the explosive would detonate. It may be surprising to you that the penetrator is not burning or even molten. Its temperature only reaches between 400 and 500 degrees centigrade and copper does not melt until it is over 1000 degrees centigrade. So the liner does not get hot enough to melt and it does not break into bits. The pressure between the penetrator and the target gets so high that solid materials act as if they were liquid – <Click> and even the target steel tends to flow away as if it were heated enough to be a liquid.

[During collapse by dynamic plastic flow the pressure developed between the penetrator and the surface of the target can reach 10 Mbar (10 million atmospheres) and the high pressure rather than the temperature causes the required ductility by obliging solids to act as fluids. Even brittle cast solids act as fluids in these conditions.]
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Use of Baldrick disrupters is notoriously unreliable – so I needed to avoid the known errors that can make a disrupter fail. 

The most common error is for the explosive fill to have air trapped inside it. The air bubble is then a shape inside the explosive which can stop the penetrator forming. Sometimes the detonator is pushed into the explosive  too far so that it is too close to the liner and the penetrator does not form as one projectile. Sometimes the distance between the target and the disrupter is too small or too great. I developed a simple disrupter body that would overcome all of these problems for use in my tests.

Then I made a range or liners using different shapes and different materials. It was the liners I was testing, not the body of the disrupter which I had already tested so I knew that would work.
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Some of my liner designs look bizarre, but the results from each could answer at least one question and help me to understand better. No one funded this research. I was just interested, but a report on the testing was published in the James Madison university Journal of Conventional Weapons Disruption. Sharing ideas, research results and useful tools seems to me to be important.
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All tests had to be conducted using the same live and fuzed munitions.

Because small munitions are harder to destroy without a detonation, I used a small 82mm POLIEX HE mortar bomb.

The munitions and fuzes were newly manufactured so the 850g TNT fill was fresh and sensitive. <Click>
In each test, the disrupter was positioned in precisely the same position on a mortar bomb.
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The first tests used standard Baldrick liners, simple copper dishes. This gave me something to compare my designs of liners against. In two tests, the liner penetrated both sides of the mortar casing without causing a burn or a detonation. The pictures show the exit holes. <Click> <Click> The penetration was too good and the result was unsatisfactory. These munitions were later destroyed with an explosive charge.
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The next tests used Baldrick liners made from pressed sheet magnesium – which is reported to be better at promoting a burn but is expensive and hard to form into shape. The two tests had different results. In the first, the mortar burned out successfully and in the second test the mortar bomb deflagrated.
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Then I tested my designs of liner, each against two mortars. Three produced results better than the standard Baldrick liners. The best caused the mortars to burn out cleanly. In all cases, the expansion of gases inside the mortar as the TNT burned blew off the fuzes.

Most importantly, my designs of liners are very cheap and easy to make.
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Anyone can make and use these disrupters. They need not look the same, but the liners should be made using the same materials and the same general rules obeyed. <Click> This one is made using a large medical syringe body.
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To sum up…

<Click> Improvisation cuts both ways.

<Click> Improvised hazards present practical challenges…

<Click> ….that can often be addressed with improvised and low-cost, sustainable solutions.
Improvised robots made from radio-controlled cars and small aircraft are being used today, along with improvised ways to disrupt hazards that may be deliberately designed to target the person sent to find and destroy them.
To be safe, we all have to share what we know and always be open to learn new things.
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Thank you for your attention.
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